ALDRICH & BONNEFIN

MEMORANDUM
TO: Business Law Section/Cyberspace Committee
FROM: Mark A. Moore
DATE:May 11, 2001
RE: Senae Bill 97 FILE NO. 5115-00009

SenaeBill 97 wasintroduced by Senator Sher on January 18, 2001. It amends Civil Code Section
1633.1 et seg. It accomplishes this by ddeting the current form of Cdiforniacs Uniform Electronic
Transactions Act (UETA) and subgtituting, in its place, aAcleani version of UETA. There are, however,
some very minor variations between SB 97 and the uniform version of UETA as adopted by the Nationa
Conference for Commissionerson Uniform State Laws (NCCUSL). (Some of those are addressed in the
mermorandum Jeffrey Selman forwarded to the Committeein hisemail dated January 29, 2001.) Theother
area where SB 97 differs from a uniform or modd verson of UETA lies in SB 97's treatment of
communications with governmentd agencies, and that difference is the topic addressed in this
Memorandum.

Insummary, SB 97'sfallureto include thethreemodel UETA provisionsdeding with governmental
agencies does not gppear to meto creste significant lega difficulty. It can beargued that including thethree
UETA provisionson governmenta agencieswould make matterssmpler for practitioners, however, Snceit
would obviate the need for an otherwise somewhat lengthy andysis of the relationship between E-Sign and
the current Cdifornialaw on the use of dectronic Sgnaturesin communicationswith governmenta entities

1. Modd UETA Provisons.

Sections 17, 18 and 19 of the model UETA ded with eectronic records and their use by
governmental agencies. These are dearly optiond provisons of the uniform, model version of the Act.
Thisis noted in Comment 1 to Section 19: “ Sections 17-19 have been braceted as optiona provisonsto
be considered by each State.”

Section 17 dealswith the creetion and use of dectronic records by governmentd agencies. Section
17 proposestwo possible scenarios. Under one, each governmenta agency would determinewhether, and
the extent to which, it will creste and retain eectronic records and convert written records to eectronic
records. Under the second scenario, a single designated state officer of the state would determinewhether,
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and the extent to which, agovernmenta agency will create and retain eectronic records and convert written
records to electronic records.

Section 18 deals with the acceptance and dgtribution of dectronic records by governmenta
agencies. Onceagain, an optionisgiven inthe sensethat whether asingle governmental agency will be used
or whether each governmental agency will makeitsown determinations, in the areas covered by Section18.

Essentidly, under Section 18 the sate is required to determine whether it will send and accept eectronic
records and el ectronic signaturesto and from other persons. Also, each state must determine whether it will
otherwise create, generate, communicate, store, process, use and rely upon eectronic records and
electronic Sgnatures.

Under Section 18, the governmenta agencies are given some freedom to specify the manner and
format in which eectronic records must beused. Also, under Section 18(b)(2), the governmental agencies
are given flexibility to determine the type of eectronic Sgnature that is required when used in connection
with dectronic records. Thisisimportant, Snceit dlows governmental agenciesto favor specific typesof
electronic signature technology. 1n other words, Section 18 does not require governmental agenciesto be
technology neutral as regards dectronic Sgnatures.

Section 19 ingtructs governmenta agencies to adopt standards regarding dectronic records and
electronic sgnaturesthat will promote consistency and aninteroperability with smilar requirements adopted
by other states and the federal government.

2. Senate Bill 97 and E-Sign.

Senate Bill 97 does not include any of Sections 17, 18, or 19 of theuniform verson of UETA. As
noted above, these provisions are optiond. Therefore, failure to include these provisions does not render
SB 97 aAnon-uniform versoni) of UETA.

More specificdly, in the language of the federd Electronic Signatures in Globa and Nationa
Commerce Act (E-Sign), the failure of SB 97 to include Sections 17-19 would not prevent SB 97 from
condtituting an adoption of UETA Aas approved and recommended for enactment( by NCCUSL in 1999.
E-Sgn "102(a)(1). However, since SB 97 does not include provisons on the use of eectronic signatures
and records with governmental agencies, adoption of SB 97 would not affect current law in this area

3. Use of Electronic Records and Signatures with Cdifornia Governmental Agencies.

The current Cdifornia law in this area is found a Government Code Section 16.5 and its
implementing regulations. These address the use of Adigita Sgnaturesi in any written communication
between apublic entity and any other party. Asagenerd matter, inorder for adigita SgnaturetoAhavethe
same force and effect as the use of a manud signaturei Section 16.5 requires that the digita signature
embody each of five attributes, including a requirement that the digita signature Aconform to regulaions
adopted by the Secretary of State.i
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The Secretary of Staters Regulations are found at Title 2 of the Cdifornia Administrative Code,
beginning at Section 22000. Among other things, Civil Code Section 16.5 and these implementing
regulations of the Secretary of State require that an Aacceptable technology( be used before the digita
sgnature will serve asthe equivaent of amanua sgnature. Currently, the Secretary of Staters
Regulations designate two digital Sgnature technologies asAacceptable.i These are Public Key
Cryptography (see 2 Ca. Admin. Code "22003(a)) and Signature Dynamics (see 2 Ca. Admin. Code
*22003(b)).

Under Civil Code Section 16.5(a), adigital sgnature will have the same effect as a manua
sgnaure Aif and only if it conforms to the Secretary of Staters Regulations. Since the Secretary of
Staters Regulations require the use of an Aacceptable technology,@ and since only two technologies have
been found acceptable by the Secretary of State, the use of any technology other than one listed by the
Secretary of State as acceptable would result in adigita Sgnature not being treated as equivdent to a
written signature,

4. Civil Code 16.5 and E-San.

Under thefederd E-Sign Act, Cdifornialaw isgeneraly preempted to the extent there are statutes,
regulations or any other rule of law that would deny the legd effect, vdidity or enforceability of asgnature
soldy because it is in éectronic form. ESign "101(a)(1). The question therefore arises whether the
provisons of Civil Code Section 16.5 are preempted by E-Sign. At firgt blush, preemption would appear
to be the case since the Secretary of Staters implementing regulations prohibit digital Sgnatures from
qudifying as written sgnaures, if the technology used in the cregtion of the digitd Sgnature is not an
Aacceptable technology.

Nevertheless, as discussed in more detail below, it does not gppear to me asif preemption would
occur. Moreparticularly, acloser look at the E- Sgn Act suggeststhat there may not beany sgnificant area
of conflict between the E-Sign rules and Cdifornia Civil Code Section 16.5.

a Commerce Clause Limitations.

As an introductory matter, it is important to note that E-Sign gpplies only to Atransactionsf) that
Aaffect interstate or foreign commercel Accordingly, wholly intrastate transactions would not be affected
by ESign. Since Civil Code Section 16.5 by its terms addresses the use of electronic signatures and
recordsin dealingswith the State of California, these Commerce Clause limitationson the scope of E-Sgn
may be rdlevant. If the ESign Act does not apply due to Commerce Clause limitations, there is no
preemption.

b. Definition of “ Transactions.”
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Second, ESign only applies to “transactions,” and then defines the word Atransaction() in avery
particular manner. Specificaly, aAtransactioni isdefined asany action relating toAthe conduct of business,
consumer or commercid affairs...0 E-Sign " 106(13). Governmentd affairsarenot included inthe definition
of aAtransaction.f Since E- Sign Section 101 applies only toAtransactions,i asalimiting factor thisdefinition
excduson of governmentd affairsfrom E- Sgres scope may aso be very important. Put another way, where
agovernmenta agency isengaged in governmenta activity, thereisavery sgnificant question asto whether
E-sign applies. If ESign does not apply because a purchase of goods from state agency is not a
“transaction” under E-Sign, thereis no preemption.

C. Procurement by Governmenta Agencies.

Finaly, when it comes to private sector activities by the State of Cdifornia and its governmenta
agencies, E-Signisactudly quite permissve by itsown terms. Whileit isadightly more convoluted legd
andyss, theend result isthat it appearsto me asif E-Sign doesnot affect procurement contract activitiesby
Cdiforniagovernmenta agenciesor other private sector contracts with them. Since these are the types of
transactions contemplated by Civil Code Section 16.5, if ESign does rot gpply to this area then there
would be no preemption.

To begin, it is necessary to look at the exceptions to the preemption provisons of E-Sign. These
arefound at Section 102. Asagenera matter, under Section 102, astate Satute, regulation or other ruleis
not preempted by E-Sign Section 101 if one of two exemptions are met.

For our purposes, the relevant exemption isfound at Section 102(a)(2) of the E-Sign Act. Under
this exemption, astate law or regulation may specify aternative procedures or requirementsfor the use or
acceptance of (among other things) dectronic Sgnatures, and will not be preempted, if the dternative
procedure or requirements are consistent with E-Sign and the aternative procedures or requirements are
technology neutral. See E-Sign " 102(a)(2)(A)(ii). *

Since the Secretary of Staters Regulations are not technology neutrd, the generd exception to
preemption would not be available under Section 102(a). However, a savings clause was included at E-
Sign Section 102(b) for specified governmentd activities. Under Section 102(b) the technology neutrdity
requirements of Section 102(a)(2)(A)(ii) are not applicable to statutes, regulations or other rules of law
Agoverning procurement by any State, or any agency or insrumentdity thereof.(

Asareault of thissavings dause, it would appear that a California governmenta agency would be
ableto ingst on compliance with Section 16.5, notwithstanding thet the Secretary of Statersimplementing

! We should aso not forget that no party can be compelled to accept an electronic signature. E-Sign "101(b)(2). Indeed, Section 102(b)(2)
specificaly covers a governmental agency with respect to records other than contracts to which it is a party. An ancillary issue, therefore, is whether a
governmental agency may avoid preemption issues by agreeing to accept an electronic signature only if an acceptable technology is used. However, given
Civil Code Section 16.5, it seems that this type of conditional agreement by a governmental agency would cause a problem under E-Sign Section 101(a).
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regulations are not technology neutrd. Put more concisely, the exception to preemption found a E-Sgn
Section 102(a)(2) could still be available, notwithstanding that the Secretary of Statesregulationsare not
technology neutral. Under thisline of analysis, Civil Code Section 16.5 would not be preempted.

d. Electronic Records by Governmental Agencies.

E-Sign dso dedls with governmenta records, at Section 104 of that Act. Under "104(a), state
governmenta agencies are specificdly given the ability and the authority to require that Arecordsi be filed
with their agencies Ain accordance with specified standards or formats.” Whileit is not immediately clear
what is meant by Astandards or formats, this provison of E-Sign supports the ability of a governmentd
agency toindgst on compliance with Civil Code Section 16.5 asit affects records maintained by Cdifornia
governental agencies.

In addition, E-Sign Section 104(b) dlows state governmental agenciesthat interpret sate lawsto
interpret E- Sign Section 101 with respect to those state statutes through the issuance of regul ations pursuant
to that dtate satute. There are limitations on the ability of a state agency to redtrict the use of eectronic
communicationsor € ectronic sgnatures under Section 104(b). Specificaly, any requirementsimpossd must
be judtified and must aso be technology neutrd, as a generd matter. See E-Sign " 104(b)(2)(C)(iii).
Nonetheless, another savings clause exempts governmental entities engaged in marketplace transactions
from this technology neutrdity requirement.

5. Summary.

As areault, it does not appear that ESign sgnificantly affects the current status of Civil Code
Section 16.5. Since current Cdifornialaw appears to be unaffected by E-Sign, it would not appear that
there isany pressing need to adopt a clean verson of UETA that would include Sections 17, 18 and 19.
That is to say, sSince Sections 17-19 of the uniform verson of UETA ded with a subject matter thet is
currently handled by Civil Code Section 16.5, and since Section 16.5 does not appear to be preemptedin
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There would still be a need to establish that Civil Code "16.5 and the Secretary of States implementing regulations are Aconsistent with E-

Sign, before the the exemption to preemption at E-Sign "102(a)(2) would be available. While this would not seem to be an impossible burden, it could
be an impediment to the use of technologies other than Aacceptable technologiesi as eectronic signatures in this area. Proponents of alternative
technologies may face an up-hill struggle both in the marketplace and in the courts, given the ambiguity of the phrase “consistent.”
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any meaningful manner by E- Sign, there seemsno particular reason to adopt those three Sectionsof UETA
by re-incorporating them into SB 97.

Oneadditiona comment in thisregard: whilethereisno immediate demand asamaiter of drict legd
andysistoinclude thesethree provisonsof UETA in SB 97, there would be one significant positive benefit
totharr incdluson. Specificadly, while one can arrive a the conclusion that E- Sign does not affect the vidhility
of Civil Code Section 16.5, the effort to reach this concluson isnot smple and isnot straightforward. The
adoption of aclean verson of UETA, including these three sections, would smplify thelegd landscape and
make it easer for practitionersin this area.
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